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President & CEO of Dean Bank announced the follgveanggestions for
consumers to think about for a more safe and secteet shopping experience

Communications

Manager during this Holiday Season as suggested by thepbraent Community Bankers
21 Main Street of America (ICBA).
Franklin, MA 02038
508-528-0088 More than half of consumers are expected to do Hudiday shopping over the

. Internet this year. The ICBA today issued tips étplconsumers stay safe and
e-mail: secure when ordering online.
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"A few simple precautions can make a big differehsaid Jim MacPhee, ICBA
chairman and CEO of Kalamazoo County State Banlgr{azoo, Mich.
"Community banks are committed to making sure thatcustomers have the
information they need to shop safely and secumngjyvaiere, anytime. It's even
more important at this time of year to remind peagfi the steps they can take to
protect their personal information when shoppinfjnenand to lessen the
likelihood of fraud."

« Make sure your computer and browser are securg/obefirewall, anti-virus and
anti-spyware software to automatically update ar@hsg/our PC. Check to ensure
the firewall protection is turned on and is at finghest setting.

- Don't create passwords that include easily accgssestnal information, such as
mother's maiden name or date of birth. Insteadsaseething unique that only
you know and include uppercase and non-alphanuroeaiacters.

- Don't give personal information over the phoneotigh the mail or on the
Internet unless you know who you're dealing witd preferably only if you've
initiated the contact. Never give out Social Segur driver's license numbers or
date of birth, particularly over the phone in palglaces. If you must share
personal information, confirm that you are dealwvith a legitimate organization.

- If you receive an e-mail asking for personal infatimn, do not hit the reply
button or click on any link in the e-mail. Insteag, directly to the sender's
website by typing in its web address.

« Look for secure sites with an "s" in the URL (httfsand a closed-padlock icon
on the webpage.

« Always double-check the URL to be sure you are phmpwith the company you
intended to shop with. A simple typo can help idgrihieves.

« Know who you are dealing with. If you're using angmany's site for the first time,
consider checking it out with the Better Businessdau (vww.bbb.org) or use a
search engine with the name of the company anddfreo determine if other
consumers have posted negative reviews.

« Never respond to an offer by way of a spam or ledfikail. If something sounds
too good to be true, it usually is.



Avoid providing unnecessary information, such asuahincome, spending
habits, hobbies and lifestyle data.

Shop with U.S.-based companies. Domestic statdeat®tal consumer-protection
laws apply. You'll be protected and have recounseilsl something go awry.
Register your credit and debit cardsvatw.verifiedbyvisa.conor
www.mastercardsecurecode.cfon a more secure online shopping experience.
Some banks offer virtual credit card account numltiesit are generated each time
you make a purchase, and some e-mail providey®lietreate several aliases to
protect your personal e-mail address.

Above all, monitor your online card or bank accostatements for unauthorized
activity and report this immediately to the bartkedit cards and Visa and
MasterCard branded debit cards offer consumer giiotes in the event of fraud.
Keep records of all your purchases in case thangteblem.

"The Internet offers incredible convenience, andevmost businesses online are
legitimate, we urge our customers to monitor thejports and report any
suspicious activity," MacPhee said. "Customersairabursed by their bank for
fraud, but only if the customer reports it."

Dean Bank, founded in 1889, is a Massachusetts-skatrtered, mutually
owned institution with assets in excess of $200ionil The bank has offices
located in Franklin, Blackstone, Bellingham, andniden. As a member of
both the FDIC and the SIF, all deposits are insumedll.
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